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Abstract— This paper presents the implementation of the
ELGamal cryptoalgorithm for information flows encryption /
decryption, which is based on the application of the vector-
modular method of modular exponentiation and multiplication.
This allows us to replace the complex operation of the modular
exponentiation with multiplication and the last one with addition
that increases the speed of the cryptosystem. In accordance with
this, the application of the vector-modular method allows us to
reduce the modular exponentiation and multiplication temporal
complexity in comparison with the classical one.

Keywords—ElGamal cryptosystem, vector-modular method,
exponentiation, multiplication, temporal complexity.

I.  INTRODUCTION

Today asymmetric cryptographic algorithms RSA [1, 2],
ElGamal [3] and Rabin [4] are the most common to provide a
high level of information stream protection [5, 6]. Their main
operations are modular exponentiation (ME) and modular
multiplication (MM) of multi-digit numbers [7-9,]. Parameters
of the specified asymmetric cryptosystems (keys, encryption
block and cryptographic transformation module) must be at
least 1024 bits with a growth perspective in the years to 2048
and 4096 bits. However, the most binary-decimal system of
number is common in modern computing systems and has
certain functional limitations [10-12], which inevitably leads
to deterioration of the temporal characteristics of the
algorithms [13].
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The use of various forms of the Residue number system
(RNS) [14-17] and vector-modular methods (VMM) of MM
and ME [18] is one of the ways to increase the speed of
asymmetric cryptographic algorithms. In particular, a three-
module crypto Rabin algorithm is developed in [19] using the
usual integer and modified perfect RNS forms, which has the
advantage of resilience to the classical Rabin cryptosystem by
increasing the block of open text for encryption
Implementation of the crypt algorithm RSA is presented in
[20] on the basis of the use of the VMM of ME. This fact
made it possible to replace computationally complex
arithmetic operations with an addition operation, which
increases the performance of the RSA cryptosystem.
Therefore, The purpose of this work is to implement the
ElGamal algorithm for encoding on the basis of the VMM of
ME and MM, which allows you to calculate the numbers of
lesser digit than the classical approach and reduce the time
complexity of the basic operations of the cryptographic
algorithm.

II. ELGAMAL ENCRYPTION SCHEME

A large prime number p is chosen to encrypt the open text
block M in the ElGamal cryptosystem and all operations in the
field (or in the multiplicative group) by module of number p
are considered [21]. The random number 1<g<p, which is the
generator of the multiplicative group (element, which, in ME,
forms all elements of the group in all degrees) is chosen. In
this case, all numbers that are mutually-prime conjoin with p,



will be generators. Next, selecting the power index 2<x<p-1,
the number y is calculated:

y:quodp. (1)

Then the open key will be the set (v, ¢, p), and the closed —
number x. The complexity of recovering a private key from
the open is related to the problem of a discrete logarithm [22].
This task is as complex as factorization [23-24]. At present,
there are no effective polynomial algorithms for calculating
the number of x, although there are sub-exponential algorithms
and algorithms for a quantum computer that, for a certain bit
of input parameters, can solve this problem. The auxiliary
random number 1<k<p-1 is introduced for encryption in the
ElGamal scheme and two numbers of ¢ and b, which are
blocks of encrypted text are calculated:

a:qkmodp,b:yk-Mmodp. )

Consequently, in the ElGamal scheme, the size of the
encrypted message is always twice as large as the size of the
open text. Decryption occurs according to this expression:

M=b-(@") " 'modp. 3)

It should be noted that the following formula is more
suitable for practical calculations:

M=b(a)' modp=ba’" “mod p (4

Since a random variable is introduced into the ElGamal
scheme, it is probabilistic or it is also called a cipher of
multivalued replacement. They have greater resistance to
cryptanalysis compared to schemes with a certain encryption
process. The disadvantage of the ElGamal crypt algorithm is
the doubling of the length of the encrypted text compared with
the original.

III. TEORETICAL BASES OF THE VMM

As we noted above, the basic arithmetic operations of the
ElGamal cryptosystem are MM and ME. The exponent of
extend must be written in degrees of two to perform ME in the
generation of keys in accordance with expression (1) and use
the following ratio:

n—1 nilx,-ZI n—1

y=¢'modp=| ¢~ |modp=[lrmodp. (5)
i=0 i=0

where n — bit capacity of the module p, x=0 or 1,

i
v = ¢ mod p , moreover ¥ =(r,-_1)2 mod p.

The result can be obtained by multiplying the values r;, for
which the corresponding x=1 (Table 1).

TABLE L VECTOR-MODULAR METHOD OF MODULAR
EXPONENTIATION
i 7-1 3 2 T 0
Xi Xn-1 X3 | X2 [ X1 | %o
r= qzl mod p Tt 3 s 1 7o

The main advantages of the proposed method is to perform
operations on numbers of smaller sizes, which allows to
accelerate the ME algorithm.

When finding a product r;7;_; mod p , multipliers must be

n—1

n—1 :
represented as follows: r, = ¥ /,-27 and 7_; = 3w, 27,
j=0 c=0
where/;,w, =0,1. Next, two vector-lines are constructed, in

the first of which the elements are written, /=2%7;modp.
h;=2-h;_ymod p , in the second w; (Table 2).

TABLE II REPRESENTATION OF VECTOR-LINES OF MODULAR
MULTIPLICATION
i n-1 2 1 0
Wi Wh-1 v Wy W Wy
h;=2-h_jmodp hn e e | hg=2" rmodp

The result of the MM of two » — bit capacities of numbers:

n—1
rr,_ymodp = [ >w; ~hz-)m0dp- (6)
i=0
Consequently, the operation of MM is replaced by the
modular addition of those /;, for which the corresponding w; is
equal to 1. This method is characterized by less time
complexity compared with the classical ones. The encryption
and decryption operations, which, according to expressions (2)
and (4), are reduced to ME and MM, are performed
analogously on the basis of the VMM.

IV. EXAMPLE OF REALIZATION OF THE ELGAMAL CRYPT
ALGORITHM ON THE BASIS OF THE VMM OF ME AND MM

The example of encryption / decryption using the ElGamal
algorithm is presented. At the begining, private and public
keys are generated. Let p = 29, ¢ = 19. x = 21 — a random
integer is selected for which the inequality 1<x<p is true. On
the basis of the VMM of ME, the parameter x =21 is written
in degrees 2 and the value is calculated:

0 2
yqumodp=1921m0d29=(19(1'2 12 +1'24)jm0d29. ()

The search procedure and the result (v = 17) are presented
in Table 3. So, (p, ¢, )=(29, 19, 17) will be the public key,



and x=21 will be private. Next you need to select the random
integer 1<k<p-1. Let k=23. Then, on the basis of a VMM of
ME, having written 23 by degrees 2 and the parameter a is
calculated:

a= qk modp _ 1923 mod?29 = (19(1.zo+1.21+1.zz+1.24))mod 29 (8)

The search procedure and the result (¢ = 18) are presented
in Table 4. To encrypt the open text A=14, the number 23 is
written in degrees 2 and according to (2) the following
expression is obtained:

b=M-y* modp= (14-1723)mod29 =

_ (1 4.7 @20+ 4122412 j mod 29 ®

The search procedure and the result (b = 23) are presented
in Table 5. The resulting pair (a, b) = (18,23) is a cipher text.

The search procedure and the result (M=14) are presented
in Table 6. Decryption occurs according to formula (4), having
written the power index in degrees 2:

M=b-(@) "modp=b-a’ " modp = (10)

= 23187 mod 29 = 231812 +12'+12%) 11499,

Consequently, this approach, which is based on the use of
the VMM of ME and MM in encryption / decryption tasks
based on the asymmetric ElGamal cryptosystem, can reduce
the time complexity of the basic operations by replacing the
exponentiation operation with the multiplication operation,
and multiplication by the addition.

V. CONCLUSIONS

The implementation of the ElGamal encryption algorithm,
which is based on VMM ME and MM, allows us to accelerate
the procedure of data processing by replacing the ME with
MM operation and multiplication with the modular addition
operation. This approach provides unique opportunities for
implementation of reliable and efficient cryptographic
algorithms by increasing the dimension of the input
parameters (message size, key), which leads to increase in
stability of the considered cryptosystem. Application of the
proposed approach to the ElGamal cryptosystem is shown.

TABLE III. PuBLIC KEY SEARCH

i 4 3 2 1 0

2149=10101 1 0 1 0 1
. 3 2
19 mod 29 192 ot 16 19" mod29=25 197 mod29-24 197 mod29=13 192’ mod29.=19
1921 mod 29 19-24-16 mod 29
2:.24 mod 29 7 18 9 19 24
1900=10011 1 0 1 1
19-24 mod 29 (7+19+24) mod 29=21
2:.21 mod 29 17 23 26 13 21
1619=10000, 1 0 0 0 0
16-21 mod 29 19-24-16 mod 29=21-16 mod 29=17
TABLE IV. PUBLIC FINDING THE NUMBER OF A

i 4 3 2 1 0

2309=10101 1 0 1 1 1
2 2! 23 22 2 20
19 mod29 197 mod29=16 19° mod29=25 19° mod29=24 19 mod29=13 19 mod29=19
1923 mod 29 19-13-24-16 mod 29=13-17 mod 29
2413 mod 29 5 17 23 26 13
1709=10001, 1 0 0 1
19-24 mod 29 19-13-24-16 mod 29=(5+13) mod 29=18
TABLE V. FINDING THE NUMBER OF B

i 4 3 2 1 0

2319=10001 1 0 1 1 1
2i 24 23 B 22 B 21 _ 20 _

174 mod?29 17 mod29=1 17 mod29=1 17 mod29=1 177 mod29=28 17° mod29=17
14-17% mod29 14-17-28-1-1 mod 29
2414 mod 29 21 25 27 28 14
1709=10001, 1 0 0 0 1
14-17 mod 29 (21+14) mod 29=6
2428 mod 29 5 17 23 26 28
6(10):001 10(2) 0 1 1 0
2-28 mod 29 14-17-28-1-1 mod 29=(23+26) mod 29=23
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